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1. Introduction 

roGuardian ("we", "us", or "our") operates https://roguardian.app (the 
"Service"). This Privacy Policy explains how we collect, use, disclose, and 
safeguard your information when you visit our website or use our services. 

Please read this privacy policy carefully. If you do not agree with the terms of 
this privacy policy, please do not access the site or use our services. 

2. Information We Collect 

We may collect the following types of information: 

●​ Personal Information: Name, email address, username, and similar 
identifiers 

●​ User-Generated Content: Comments, reviews, uploaded files, and other 
content you provide 

●​ Cookies and Tracking: Information collected through cookies, web 
beacons, and similar technologies 

3. How We Use Your Information 

We use the information we collect for the following purposes: 

●​ To provide, maintain, and improve our services 
●​ To comply with legal obligations and enforce our terms 
●​ To detect, prevent, and address security issues and fraud 
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4. Third-Party Services 

We may share your information with the following third-party service providers: 

●​ Cloudflare: For content delivery and security 
●​ Roblox: To create a safe environment and support our policies/guidelines 
●​ Discord: Allow member tracking to enforce our policies/guidelines and 

allow for user customization 

These third parties have their own privacy policies governing how they use your 
information. 

5. Cookies and Tracking Technologies 

We use cookies and similar tracking technologies to track activity on our 
Service and hold certain information. 

Types of Cookies We Use: 

●​ Essential Cookies: Required for the website to function properly 
●​ Analytics Cookies: Help us understand how visitors interact with our 

website 
●​ Marketing Cookies: Used to deliver relevant advertisements 
●​ Preference Cookies: Remember your settings and preferences 

You can manage your cookie preferences through your browser settings. 

6. Data Retention 

We will retain your personal information for 1 year or as long as necessary to 
fulfill the purposes outlined in this privacy policy, unless a longer retention 
period is required or permitted by law. 

7. Your Rights 

I.​ Rights Under GDPR (EU/EEA Residents) 



 

If you are a resident of the European Union or European Economic Area, you 
have the following rights: 

●​ Right to Access: Request access to your personal data 
●​ Right to Rectification: Request correction of inaccurate data 
●​ Right to Erasure: Request deletion of your personal data ("right to be 

forgotten") 
●​ Right to Data Portability: Receive your data in a portable format 
●​ Right to Object: Object to processing of your data 
●​ Right to Restrict Processing: Request restriction of processing 
●​ Right to Withdraw Consent: Withdraw consent at any time 

 

II.​ Rights Under CCPA (California Residents) 

If you are a California resident, you have the following rights under the 
California Consumer Privacy Act: 

●​ Right to Know: Know what personal information is collected and how it is 
used 

●​ Right to Delete: Request deletion of your personal information 
●​ Right to Opt-Out: Opt-out of the sale of your personal information 
●​ Right to Non-Discrimination: Not be discriminated against for exercising 

your rights 

III.​ Rights Under CPRA (California Residents - Enhanced 
Rights) 

If you are a California resident, you have the following enhanced rights under 
the California Privacy Rights Act (effective January 2023): 

●​ Right to Know: Know what personal information is collected, used, shared 
or sold 

●​ Right to Delete: Request deletion of your personal information 
●​ Right to Correct: Request correction of inaccurate personal information 
●​ Right to Opt-Out of Sale/Sharing: Opt-out of the sale or sharing of your 

personal information 



 

●​ Right to Limit Use of Sensitive Personal Information: Limit the use and 
disclosure of sensitive personal information 

●​ Right to Non-Discrimination: Not be discriminated against for exercising 
your privacy rights 

●​ Right to Data Portability: Obtain a copy of your personal information in a 
portable format 

Sensitive Personal Information: Under CPRA, sensitive personal information 
includes Social Security numbers, driver's license numbers, account credentials, 
precise geolocation, racial/ethnic origin, religious beliefs, genetic data, health 
information, sex life or sexual orientation, and contents of mail/email/text 
messages. 

IV.​ Rights Under LGPD (Brazil Residents) 

If you are a resident of Brazil, you have the following rights under LGPD: 

●​ Right to Confirmation and Access: Confirm and access your personal data 
●​ Right to Correction: Request correction of incomplete or inaccurate data 
●​ Right to Anonymization/Deletion: Request anonymization or deletion of 

unnecessary data 
●​ Right to Data Portability: Transfer your data to another service provider 
●​ Right to Information: Be informed about data sharing with third parties 

8. International Data Transfers 

Your information may be transferred to and processed in countries other than 
your country of residence. These countries may have different data protection 
laws than your country. 

When we transfer your data internationally, we ensure appropriate safeguards 
are in place, such as Standard Contractual Clauses approved by the European 
Commission, or other legally recognized mechanisms for international data 
transfers. 



 

9. Children's Privacy 

Our Service is not intended for children under 13 years of age (or 16 in certain 
jurisdictions). We do not knowingly collect personal information from children. If 
you are a parent or guardian and believe your child has provided us with 
personal information, please contact us immediately. 

Contact Us 

If you have any questions about this Privacy Policy, please contact us: 

●​ Email: legal@roguardian.app 
●​ Data Protection Officer: dpo@roguardian.app 
●​ Website: https://roguardian.app 

Changes to This Privacy Policy 

We may update our Privacy Policy from time to time. We will notify you of any 
changes by posting the new Privacy Policy on this page and updating the "Last 
updated" date at the top of this policy. 

You are advised to review this Privacy Policy periodically for any changes. 
Changes to this Privacy Policy are effective when they are posted on this page. 
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